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Cyber Incidents Involving Cityworks Software

EPA is issuing this alert to inform water and wastewater system owners and operators of cyber
incidents involving Cityworks Software. The Cityworks (Owned by Trimble) platform is used
widely by State, Local, Tribal, and Territorial municipalities, including water and wastewater
systems.

This alert encourages water and wastewater system/utility stakeholders to search for any
indicators of system compromise (IOC) using the indicators and refer to the mitigations below
for recommended steps to protect their systems.

Indicators of Compromise (I10C)

IOCs are digital evidence suggesting an Information Technology (IT)/Operational Technology
(OT) system may have been breached. Below are known I0Cs for this specific incident:

‘ Indicator of Compromise Type Description
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Mitigation
All water and wastewater systems are recommended to:
1. Install the latest available patches/updates immediately. Trimble has released updated
versions to both 15.x (15.8.9 published on January 28, 2025) and Cityworks 23.x

software releases (23.10 published on January 29, 2025). Information on the updated
versions is available through the Cityworks Support Portal.

Please note: If you are unsure who hosts your Cityworks deployment or are hosted by a
third party and do not have access to the customer portal, please contact your third-party
hosting provider directly for additional information and assistance

2. Do not run Internet Information Services (IIS) with local or domain-level administrative
privileges on any site.

3. Ensure that attachment directory root configurations are limited to folders/subfolders
containing only attachments.

For additional information on mitigation techniques, please visit: CISA’s ICS Advisory — Trimble
Cityworks.



https://cityworks.my.site.com/s/login/
https://www.cisa.gov/news-events/ics-advisories/icsa-25-037-04
https://www.cisa.gov/news-events/ics-advisories/icsa-25-037-04

Conclusion

For more information on the alert, please refer to CISA’s ICS Advisory — Trimble Cityworks.
Water and wastewater system owners and operators should direct their IT/OT system
administrators to review this alert for further use and implementation. Organizations are
encouraged to report suspicious or criminal activity information to the FBI Internet Crime
Complaint Center (IC3) at IC3.gov or CISA via CISA’s Incident Reporting System. If you have
questions about any of the information contained in this document, please contact the Water3
Infrastructure and Cyber Resilience Division, Cybersecurity Branch at watercyberta@epa.gov.
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